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Semi-Fragile Watermarking for Image Tamper Detection and Self-
Recovery Based on Discrete Cosine Transform

Behrooz Boloorian Haghighi', M.Sc. Student, Amir Hossein Taherinia?, Assistant Professor

1- Computer Engineering, Faculty of Engineering, Ferdowsi University of Mashhad, Mashhad, Iran, b.boloorian@stu.um.ac.ir
2- Computer Engineering, Faculty of Engineering, Ferdowsi University of Mashhad, Mashhad, Iran, taherinia@um.ac.ir

Abstract: Digital watermarking technique embeds additional data (watermark) into digital contents in such a way that the resulting
distortion is imperceptible. Tampered detection and recovery is one of the digital watermarking applications. Tamper detection and
recovery can mine the tampered region in the image and then recover it. This application can resolve the problem of digital content
modification. In this paper, a novel watermarking approach is proposed for tamper detection and recovery in the compressed and
uncompressed images. In this method, each block in the image contains watermark of another block. Therefore, for each non-
overlapping block in the image, there exists one copy of the watermark. Here, the Chaotic map is used to improve security and confuse
block. Also, a secret key is transmitted along with the watermarked image. In our algorithm, a 90% tampered image can be recovered
by PSNR =~ 20 dB. Experimental results demonstrate that the proposed method is secure and superior to the other techniques, especially
when the tampered area is large and is resistant to compression.

Keywords: Watermarking, embed watermark, extract watermark, tamper detection and recovery, frequency domain, discrete Cosine.
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Function Embedding (input as Image, size, key)

1 Set Mtto MapTable (size, key)

2 Set ImageDCT to DCT(input,4)

3 For each block on the ImageDCT do

4 Set DC7MSB to DC Current Block

5 Set Block B to Mt’s Current Block

6 Quantized Block B and Round coefficients
7 Set 3 LSB AC1 Block B to 3LSB DC7MSB
8 Set 3 LSB AC3 Block B to 4...6LSB DC7MSB
9  Set Bit2 AC4 Block B to 7 Bit DC7TMSB

10 If ACO Current Block Greater Than 0 Then
11 Setxltol

12 Else

13 Setx1to0

14 Endif

15 If AC2 Current Block Greater Than 0 Then
16 Setx2tol

17 Else

18 Setx2to 0

19 Endif

20  Set x3to DC Current Block Mod 2

21 Set x4 to XOR (x1, x2, x3)

22 SetF1to XOR (x2, x4), F2 to XOR (x1, x3)
23 Set Bitl AC4 Block Bto F1

24 Set Bit0 AC4 Block B to F2

25  Dequantized Block B

26 End For

27  Setoutput to IDCT(ImageDCT)

28 Return output

End Function
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If ACO>=0 =>x1=1 Else X1=0

IfAC2>=0 =>x2=1 Else X2=0

X3 = Number of 1 bit in DC Mod 2, X4 = XOR (x1, x2, x3)
F1 = XOR (x2, x4), F2 = XOR (x1, x3)
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Function Recovery (input as Image, size, key)
1 Set Mt to MapTable (size, key)
2 Set ImageDCT to DCT(input,4)
3 For Each Block On the ImageDCT Mark as Invalid
do

Set Block B to Mt’s Current Block

If B is Valid Then

Check coefficients Block B

Quantized Block B

Set DC7MSB by 3LSB AC1 and

3LSB AC3 and Bit 2 AC4 Current Block
9 Set 7MSB DC Current Block to DC7TMSB
10 Set 3LSB DC Current Block to Zero
11 Mark Block Current Block as Valid
12 Dequantized Block B
13 Else
14 Continue
15 EndIf
16 End For
17 Set output to IDCT(ImageDCT)
18 For each block on the output mark as Invalid

do
19 Set Current Block to

Calculate neighboring blocks B

20 End For
21 Return output
End Function
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Function Detection (input as Image)

1 Set ImageDCT to DCT(input,4)

2 Check coefficients Block B

3 For each block on the ImageDCT do

4 Quantized Block Current Block

5 Set 3LSBAC1 to 3LSB AC1

6 Set 3LSBAC3 to 3LSB AC3

7 Set 1LSBACA4 to Bit 2 AC4

8 If ACO ImageDCT Greater Than 0 Then

9 Setxltol

10 Else

11 Setx1to0

12 End if

13 If AC2 ImageDCT Greater Than 0 Then
14 Setx2tol

15 Else

16 Setx2to 0

17 End if

18 Set x3 to DC ImageDCT Mod 2
19 Set x4 to XOR (x1, x2, x3)
20 Set F1to XOR (x2, x4), F2 to XOR (x1, x3)
21 Set FF1 to Bit 1 AC4 Current Block
22 Set FF2 to Bit 0 AC4 Current Block
23 IF FF1 is not equal by F1 Or
FF2 is not equal by F2 Then

24 Mark Current Block as Invalid
25 End If
26 End For

27 Set output to IDCT(ImageDCT)
28 For Each Block in output Mark as Valid do
20  If four triples of neighboring block are

Invalid Then
30 Mark Current Block as Invalid
Update output
31  EndIf
32 End For

33 For Each Block in output Mark as Valid do
34 If There are five or more neighboring
invalid Blocks Then

35 Mark Current Block as Invalid
36 EndIf
37 End For

38 Return output
End Function
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