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SemtFragile Watermarking for Image Tamper Detectionand Self
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Abstract: Digital watermarkingechnique embeds additional d@teatermark)into digital contentsn such a wayhatthe resuling
distortion is imperceptibleTampered detection and recovésyone of thedigital watermarkingapplicaions Tamper detection and
recovery carminethe tampered region in thmage andhenrecover it.This applicationrcanresolve the poblemof digital content
modification In this paper, a novel watermarking approach is propésethmper detection and recovery time compressed and
uncompressed images. In this method, each blodkdrimage contains watermarf anotherblock. Therebre for each non
overlapping block in the imagthereexistsone copy of thewatermarkHere, theChaoticmap is used tamprove security andonfuse
block Also,asecret keys transmitted alonwith the watermarked imagin our algorithm,a 90% tampeed image can be recovered
byPSNR & 20 dB. Exper i methepragosed neethadlistsexuredandrsuparisritotinerteaaniques,aspecially
when the tampered area is laayelis resistant teompression.

Keywords: Watermarkingembed vatermark extractwatermak, tamperdetectionandrecovey, frequencydomain,discreteCosine
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Function Embedding (input as Imagsize key)

1 Set Mto MapTable $ize key)

2 Set ImageDCT to DCT(input,4)

3 For each block on the ImageDGID

4 Set DC7MSB t®C Current Block

5 Set Block B to Mt's Current Block

6 Quantized Block B and Round coefficients
7 Set 3 LSB AC1 Block B to 3LSB DC7MSB
8 Set 3 LSB AC3 Block B #..6LSB DC7MSB
9  Set Bi2 AC4 Block B to 7 Bit DC7\M&B

10 If ACO Current Block Greater ThanThen
11 Setxltol

12 Else

13 Setx1to0

14 End if

15 If AC2 Current Block Greater ThanThen
16 Setx2to 1l

17 Else

18 Setx2t00

19 Endif

20 Set x3 to DC Current Block Mod 2

21 Set x4 t&XOR (x1, x2, »3)

22 SetF1tXOR (x2, ¥4), F2 toXOR (x1, x3)
23 Set Bit AC4 Block B to F1

24 Set Bt AC4 Block B to F2

25 Dequantized Bl&B

26 End For

27  Set output to IDCT(ImageDCT)

28 Return output

End Function

- 2 Ok HE
| ¢ Av & %E e2hQEBIE  oe Aloay &

-CuCA Y3260 @O OTYOY! "FYdhod | 6fb o

Ic Av a° E4 a1 A AKRGEL avpHEl éﬁ(z\éA{\Bézob, ailacire [y & l/jfzgif/si

°3F | LE WA R BIWA WEBAO z oPWU £ ¥ v

Yy ¢ @ b e AD z

NW N NE
W B E
SW S SE

A yAVABA /EG & B YOMAE

Asrkpm od a y& %N € Ad v %2 %!

v vy B GRA GOLy Wiy wi %4
Yaz v Yoz Cav OGNy Witdvdsyd WwaRaN y

v @z 3R B8 COBEQVCGECE  &oavh WE &

X Av arcdendaevwy @ A8 v

Block B, AC1
7]6]5]4]3] bcs| bca | pc3
Block B, AC3
7]6]5]4]3] pcs] pc7 | DCé
Block B, AC4
7]e]s[af3]oco| F1 | F2

=|=F!=|=F)=|=1/2WW@\ 601 E

) ° i Adie edwde Chies
If ACO>=0 =x1=1 ElseX1=0
If AC2>=0 =>x2=1 ElseX2=0

X3 = Number of 1 bitin DC Mod, 24 =XOR (x1, x2, 3)
F1 = XOR (2, ¥4), F2 = XOR (&, X3)

¥ x %N& 66z 6°Ap — A Ew U

B W@uzWCY & AVAZ AoGRARRRIOR { B WG,V Vv
X Yow (VAL i DO@RG/ELz v A~
3 OE 3y Yow@uBLE Ok 1 vayAcay (VBRI Y 63 v %
)y ¢Av a°E atv

¢T VY, ol

CEWOY [ 3IDEC Yk DCBX4 |« Col v
o &6Ab
X
[} L

v
AC{bp .
¢ ¢ wh =20 - Ce¢ %y Bl ¢ ¢ewA
AC

I (0] L W .7 Ay wEy %é Al £
|Dcub a°E ¢y v

WU VREEET & 0k
xAv a® d! ¢RAOBww EBAES YO i A

Cvow A EWEA 618 E@ (-
5 1A E Gy WAE? GAsmah G wy BiE

(40) Journal of Advanced Signal Processing, toho.1, Fall and Winter,

2012016 SemiFragile Watermarking for Image Tamper.



) b ap P\dyCi @w ¥t vy , . A40we Ela vyt BCAwA LECAOGMDPp 0 CA

@Y %z AO® yaui AegAlzt BM-~c°b U . 20Kk B

1 1 i A
) UWwae v V& EAO g g ¥ ﬁ%p%cvg,vpaecwm{ehmz%m
y& ¥%N. ot dvto#Hz . 4
eireace & A i gy g PEY CUEG XM IEAOE w BRI By Bl
. |V YROERLE € AR BYWAD F ar EvufGEWE EE i aApEY ¥
@ ovys ®AWzYy ¢v a¥%ivuABwyz | wYEOvV

B °NE DEC ¢ v Y~ éOG/zwﬁbweaAog_WK/dwz

C¢ ¥\@t~Yeb { & VA0 8 ARE (OMRZEA U | g e 6 2a ol NAQ/EE& AP v A
o 3

Wz @QoAvRYy WG« Yi{@ BODE oA gow GERE A1 o CICEW({ b i b

AZUEY A, e0A onz3¥eeiA 6 z
X u B AR 2 ! cv % 26 v & WK 0 ° WA ¢ wz ¢l G)z° yAm
B AG % BECENARAGYyWA wz

¥ x %N&ApwAp~ AN Vav’
WEA QU ECAREBT A AT {PAIW @VAWE/A ) . o )
ﬁoéEWV%T 1¢1/A§Zy aockwi CAWYC AE @8A006 v

CC, WK'C, vwAZ) 3 Bgngtion Detection (input as Image)
1 SetImageDCT to DCT(input,4)

01 E vy AR 63 ¥a OQW%@@:WEHA /2>  Creckcoefficients Blockd

R N FAEL L ! AT 2,0 [ = 1 B3 F blgck on the ImageDGID

€ A}) ElEC(, w A_M Ll n:aizall _Aa/ Ff a" v 4 ﬂQ?l&Cn izéd Block Current Block
Gpx Oy / Y1é );K@j(:ZV(')l wWie AUy Eo6 ¢AY 34b Set 3LSBAC1 to 3LSB AC1

. R Mo N A o R w g .. O Set 3LSBAC3 to 3LSB AC3

(0] e A. (V] MO%CW;B‘%@)&O DOMEE A (0] ; Set 1LSBACA4 to Bit 2 AC4

1 KE a é(y\NE:B&\JMW B If ACO ImageDCT Greater ThanThen
9

Setxlto1l
10 Else
T 7 T 11 Setx1to 0
12 End if
13 If AC2 ImageDCT Greater ThanThen
s T 14 Setx2to1l
15 Else
16 Setx2to 0
. . 17 Endif
18 Set x3 to DC ImageDQMod 2

. ] . .19 Set x4 tXOR (x1, x2, X3)
- Ao3ChkwAlMx a° EwEGAECH @ AE 20  SetF1tXOR (x2, x4), F2 toXOR (X1, X3)
21 Set FF1 to Bit 1 AC4 Current Block
Av a® ¥l FRAVES y,wAJ;gj‘ & 7w AR B 22 Set FF2 to Bit 0 AC4 Current Block
)t ) g B M 23 IF FF1 is not equal by F1 Or
CowA1GA WY wA ¢ @mA 0 6 v FF2isnotequalpF2 Then

. ) . 24 Mark Current Block as Invalid
Function Recovery (input as Imagsize,key) o5 End If
1 Set Mtto MapTable $ize key) 26 d
2 Set ImageDCT to DCT(input,4) End For
3 For Each Block OrthelmageDCT Mark as Invalid 27 Setoutput to IDCT(ImageDCT)

do 28 For EachBlock in output Mark as Validlo

4 Set Block B to Mt's Current Block 20  If four triples of neighboring blocare
5 If Bis Valid Then Invalid Then
6 Checkoefficients BlockB 30 Mark Current Block as Invalid
7 Quantized Block B Update output
8 Set DC7MSBy 3LSB AC1 and 31 EndIf

3LSB AC3 and Bit 2 AC4 Current Block 32 End For
?O Ssettghcgg Bg gurren: g:°$§’ DC7MSB 33 For EachBlock in output Mark as Validio

el urrent Bloti Zero ) : )
4 If Th fi h

11 Mark Block Current Block as Vit 3 invalizrgi)rfk;vfhzzmore neighboring
12 Dequantized Block B .
13 Else 35 MarlCurrent Block as Invalid
14 Continue 36 EndIf
15 End If 37 End For
16 End For 38 Return output
17 Set output to IDCT(ImageDCT) End Function
18 I;c;r each block on the output mark as Invalid Cé W K < WD 3 U
19 Set Current Block to %{ @ P A iGH0ER ¢ & P WE AAWZE ACH:34z Y2 d

Calculate neighboringlocks B _ . R
20End For 5¢Av a°cE |
21 Return output ! SV P N R s
EndFunctionp )_ mbv Y2 G‘Uq EVVO WCPOWF—DV\KO #-('J vé A0 z

(42) Journal of Advanced Signal Processing, toho.1, Fall and Winter, 2022016 SemiFragile Watermarking for Image Tamper.



) M2pap P CT BWE%E VY

, . 40we Ela vyt BCAwaA LEC-AodH#p 0o CA

G b E CABEYO meul Y1 Wy ¢pha ARAERN v ply w U
6 wiG& & 22w @ B\ yuCic A8 ¢ v
¥tk aAawWEYE® @ewuFH° H
¢ OEOP DO WA WE & ¢t mBvp
CtwEhEY %

Go /16y °

L ; g\&“ 16\ gyw/:\  AMZ3 0 o v
CE' ul_i/u AawN\/AQ Eagw, obyvl;rz\xdzév% 3{9 K%ifﬂ/f/zwm&t(ﬁy(t %,

OBl @fblgvl,MWWWZFSME il '%) ueal/szmﬁﬁlcyy R Rl B£zw { AW
AL LB g AV ASE JGHNARG by g Te gy avpha et Gw G EIE
)tA%/&WOilzy'ﬁ\f\%Eé i EalAHE \@&VM%ZALKz a; g ¢@1c%%a2mu oo CAy a0

¢ A0 €y WaEBdio i@ GEw Yy ARy
A @ y°1VH3wz o4 AR AYA &5 8uABgzw A
avApw Y EOA £6 Yoy e é waA Bz QuAsEw
ﬂ()b ¢ w AL AL o A 1B £0g; A

5H1

5 v SR
w éweaAoz
137 60 Ya))(ﬂ/v&/@wﬁam

) A WE GV U &N eoy?2
& T@RR V'V a e1Ew Bl tiaiirnibw ¥z

O\N}“&k wRGwWI Yy Y{AAIw Gwugcm ¢Av
Yae~ 60 voWEoEA 6 ocA va@gﬁﬁ;y Y%V Ya« v
Y16 vow . £26 90 A Y © X AW p o A£3

& wiAv) AaWELAYy -48 § wB Db BV & wake cBw z

U« v weeeBEw{ Aw Q@R Wy e «i 48 CAvrb U IC%LEY%NEG R QK8 7 viwé UA £
KBy wA| A wyg BIE y ¢ wl|awrg @ E@mwi Coas+ wilyww BAEIVY a¢ A3
AT AT & vewidig] AT -at EA& A W p BEAWES4zy wis®u @A A E

- - 02/ Lena & oWl GLEQrigdiu ) HAAE 6z wi wiAC Ay

v 70 02 + Baboon BLWAR Wit E£ & WwBQ - &EE w A w «

b4 T 011 s Cedo 0 6HNBwW BERERYY CARE bl Y ¥

-* 1 3 01 4 Airplane

(A i o4 é1AQ A

+ = HKHwhAACwW , =0

WA T8k WPy wEyEsaEt w BT E &w B ¥ ° «

B B RGE| O WA 0N HwhY| OB wwdd o wARlwe| ?A"“;gz’fﬂ”l
# AT £ ¢t wagy A Y U8EwwWA Ly v 7 8¢hwhAiy 7 8%WwAls v ¢ wEPCH Y & waQiEY:
PSNR | SSIM PSNR PSNR | SSIM | PSNR| SSIM | PSNR]| SSIM | PSNR| SSIM
Lena R4 HAl . B, B - #32 N2 M0 .. HHO -[24 410
Peppers - M1  #41 - B - ( ( .0, 40 3 #4/ -0, H2-
. Airplane . 4 H41 ( .01 #31 .8, ., - B3 H4- -2 411
I Zelda S H4 1 - B, ( ( ( ( LA+ HA L - M+ H2+
0 Boat . D, +H4 2 . B2 .01 H4 + ( ( -R, H4 . -/14 +H01
1 Barbara . D - H4 2 . B 4 ( ( ( ( kO H4A] -[123 4H1-
2 Baboon - 2. +4 3 - B, -0 H40 - B, M+ 1. H40 - @+ H1-
#0 X0 , & ¢ v YA TSELWA LY AD o, 0 O EwBAA OBV5 ¢ 606« Y
728 CV 78 Cy| *8 CV 28 CV ¢t wWBpEY ® &l £

éz,wé;%wﬂ é(;wéjﬁwﬂ c’g,wé’%wz] é(;wél&w (@ { s c'(;wé,%zwﬂ V6|§'T.1/2Wl\.l o

A0 %, § a%W %, § aOW %, § & %, { ¢{- a%olw %, 4 Asuz ¢ Ad a3
PSNR PSNR PSNR PNSR FP | SSIM| PSNR fﬂs' PNSR

- - % - % -9 , 2 P42 MO0 +44 0% 3 JPEG Qf4 +

- % , B < -9 . 33 -2+ 44 | B3 JPEG Qf3 +

, , 2 , % ) -8 ¥2 -4/ 44 [ 4, JPEGfx2 +

4 . 2 . -9 .. ¥, -%4 +44 .44 JPEG QfE +

3 1 , 0 -9 0. +#2 3/ +44 . D/ JPEG Qf& +
N/A N/A N/A N/A 3/ 34 -%0 +4, -82 6 @e06a |
N/A N/A N/A N/A , 21 #14 ,2- 3/ -84 - Geebd 10
N/A N/A N/A N/A -2 ¥2+ .2+ ¥4, - B®1 IPEGQf=+++l, 6 &6
N/A N/A N/A N/A /M4 4. 1, B3 #&% 01 %i
N/A N/A N/A N/A .+ M2 -9/ 4, , B4 #/' $ 0 @E |

(42) Journal of Advanced Signal Processing, toho.1, Fall and Winter, 2022016

SemiFragile Watermarking for Image Tamper.

(

Yo U v Yaw
zCMEAlUv Ay viéeowhdhvieg 6 9 Buo 0 v %
1v@ WA v i w @l ~ O


http://homepages.cae.wisc.edu/~ece533/images/peppers.png
http://homepages.cae.wisc.edu/~ece533/images/barbara.bmp
http://homepages.cae.wisc.edu/~ece533/images/baboon.png

) M2bap PASCCT RWE%E v Y

, . A0we Ela vyt BCAwaA LEC-AOGHD o CA

#0 X0 , & ¢ 9 YA IsEd £ @A %EA

682 Ave @1 v 3184 ERlad 0 Y

N ‘. N e _ CWEA 6 z CwaEA oGz Y CwaAob z
Awy a . _ cewAewzo { €| cwmAo 2 B} .
i ¢d 6 AL W/ SATE a%EWAL|  a%XEwA¢
aoCkaWwA L aockeewAr | _ T - -
PSNR SSIM a° E §E¥ # A63 ¥ # AO3 ¥
0,3 Top A H4 1 -01 - 01 -1 -
30, - Left A H4 1 -01 - 01 - 01 +
0,=01 Top .40 +3 . 3, 4- 3, 4- 23, I,
- oa, - Left -8 1 +4 3, 4- 3, 4- 3, 4- +
, S+ o+ Center L+ +4 0 1-0 1-0 1+ - -
- 4=+ 4+ Center k 4 H4 . -0+ + -0+ + -, -+ . 3+
| =H++ + Center - -+ +#2 0 , F+++ , F+++ 42, 2+-4
0.0, 8 @y AT E| Pfc aA BEz80s LA D BV DG WO «
Gwy a o CewAewzo{ 6| cuesh s 2 cm,/eaAoz c(;wévwa/A;zaz cwea'Atoz
o tdeé Al o vt AL a°E ax%gEwA ¢
a oW A L acckewhr| U . -
PSNR l SSIM acaE WG E£ # AO3 % # A03 ¥
0,3 Top o+ H4 1 -01 L12 .13 4
30, - Left - H4 1 -01 .14 .12 -
0,01 Top , B . +3 . 3, 4- 3-0/ .3+ /10,
- ca, - Left -8 1 +H4 + 3, 4- 3-/2 3+3. , 1/
, S+ + Center B+ +4 0 1-0 2.0 2+1 - 4
- s+ + Center M1 +4 . -0+ + - 04/ -, 31 /| +3
| +H++ + Center - - +2 / , o+ , ++/ 3 . 402 1+4,

L

#i &veacrdea Ads w
PSNR- [2 4ssiM+1 0

*-++ B CVRW A 188G #E
0 /IPSNR. 1/ - 4siMH 4 1

- A& Wi
PSNR. + 0 .ssiM+4 O

3 1€ Yow BIHE

A& WA

4w Bl £6 WAb 0 BE V. € AEVD PR Yelw U8B Y § 1 E

a %Ak G Egsm A 1R w

(43) Journal of Advanced Signal Processing, toho.1, Fall and Winter, 2012016

SemiFragile Watermarking for Image Tamper.

(



) Y2pbap P Ci Gwib%E vy , . A0we A3yt BCAwA LECAGHMP 0 CA

318 Yw Bk WA Awy- A, - a CEWALE £ 318 Yow eNIHE
aceE 0 AFIPSNR. 10 SSIMH 4 2

#i vealrdEm AR w - A&y WA , A&y wh  acaE NG Esw A @ w
PSNR- 03 3sSIM+2 . PSNR- B. /ssiM+4 -

I+ >t+ @ £ v 0 BE WY € AvD [ YAw udBy H 1 E

B GWBSGEA AW A& WA
PSNR-,/,/ SSIM+2 | PSNR. + -2SSIM+ 4 .

Boat ¥l £6 AV U BN Wiy € AP p§ iwldE W 9 1T E

(44) Journal of Advanced Signal Processing, toho.1, Fall and Winter, 2012016 SemiFragile Watermarking for Image Tamper.



) Y2pbap P Ci Gwib%E vy , . A0we A3yt BCAwaA LECAGHp 0 CA

a Al G Ecerev A 1 W) 3 0CEAW A 161 £

A3 %k CAS EHB
PSNR. £3 B8SIMH 4 0
- A&y wi; JAdEHMmA acaE NG ECRAWA 1A w a °Cla v A @Bl #

PSNR. [/ @simM+ 4 0

dm Bl EC B! 6P« Yz @My GATE COUY wWé U a

a oAl UG BB A B W a AE UG ERAWA IR W - xe++ B CVEW A 1GRUIHE a °3EE Yow BALE
JPEG PNG o /A
PEG A &3 %A PNG- A &3 %A JPEG A 6 ¥ & A; PNG A 6 € Zam At
PSNR. F 3sIM+/ 4 . PSNR. A BsiMH 4 .
S AN fld € @A %HEA Yz vaumByost EC 0y weé

(45) Journal of Advanced Signal Processing, toho.1, Fall and Winter, 2012016 SemiFragile Watermarking for Image Tamper.



